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The article introduces new finite algebras attractive as carriers of the discrete logarithm
problem in a hidden group. In particular new 4-dimensional and 6-dimensional finite
non-commutative algebras with associative multiplication operation and their properties
are described. It is also proposed a general method for defining finite non-commutative
associative algebras of arbitrary even dimension m > 2. Some of the considered algebras
contain a global unit, but the other ones include no global unit element. In the last case
the elements of the algebra are invertible locally relatively local bi-side units that act in the
frame of some subsets of elements of algebra. For algebras of the last type there have been
derived formulas describing the sets of the (right-side, left-side, and bi-side) local units.
Algebras containing a large set of the global single-side (left-side and right-side) units and
no global bi-side unit are also introduced. Since the known form of defining the hidden
discrete logarithm problem uses invertibility of the elements of algebra relatively global
unit, there are introduced new forms of defining this computationally difficult problem.
The results of the article can be applied for designing public-key cryptographic algorithms
and protocols, including the post-quantum ones. For the first time it is proposed a digital
signature scheme based on the hidden discrete logarithm problem.
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Introduction

The public-key cryptographic algorithms and protocols are widely used for solving
different security problems of information and telecommunication technologies [1, 2.
A large part of such cryptoschemes is based on the following two computationally
difficult problems: factorization and finding discrete logarithm [3]. However each of
these two problems can be solved on a quantum computer in polynomial time [5]. Since
quantum computing develops towards efficient practical implementations [4], one of actual
challenges in the area of cryptography is development of public-key cryptoschemes based
on other computationally difficult problems solution of which will remain infeasible even
while solving them on a quantum computer. The response to this challenge was the
announcement (December 20, 2016) by the National Institute of Standards and Technology
(NIST) of the competition of the post-quantum public-key cryptograms development and
the appearance of regularly held thematic conferences [6, 7]. The current results of the
NIST competition have shown the following:

— no difficult computational problem suitable as single primitive for desgning the post-
quantum cryptoschemes of the main types (algorithms and protocols for public encryption,
public key distribution, commutative encryption, and digital signature) had been proposed;
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— the hidden discrete logarithm problem (HDLP) defined in the finite non-commutative
associative algebras (FNAAs), which are promising as a universal primitive of the post-
quantum cryptoschemes of different types, have remained outside the scope of attention
of participants of the NIST competition.

The purpose of this article is to attract the attention of researchers and developers of
cryptographic schemes to the HDLP as to a universal cryptographic primitive, providing
the possibility of building the post-quantum cryptographic algorithms and protocols of
various types, which are convenient for practical application.

To achieve this goal, the following scientific tasks are considered in the article:

— construction of new FNAAs as potential carriers of the HDLP;

— studying of the properties of the proposed algebras;

— setting new forms of the HDLP;

— designing the digital signature scheme based on the HDLP.

1. Non-Commutative Finite Groups and Associative Algebras
for Post-Quantum Cryptography

In a number of articles the cojugacy-search problem defined over the braid groups
was considered as the base of post-quantum cryptoschemes [8] and was used to design
digital signature protocols [9]. Unfortunately it had been shown possibility to reduce the
cojugacy-search problem to solving a system of linear equations [10]. Such reduction means
existance of principal problems with providing high security of the cryptoschemes based
on the mentioned computational problem.

Another proposal for post-quantum primitives is the discrete logarithm problem in a
hidden group, which is defined over finite non-commutative associative algebras [11, 12]
and can be called HDLP. The HDLP is described as follows.

Suppose a finite non-commutative group I' contains element () having large prime order
¢ and we have a method for an easy selection of the elements from commutative subgroup
IV C T. To construct a public key-agreement cryptoscheme in [12] it is proposed to select a
private key composed of two parts, random invertible element W € I" satisfying condition
Wo@ # QoW and random number z < ¢. Then the public key Y can be computed as
follows

Y =WoQ oW (1)
Finding pair (W,z) (where W € I") from the last equation, while there are known
values () and Y, is a computationally difficult problem that can be called the HDLP.
The HDLP represents interest as the base primitive for constructing the public-key
post-quantum cryptoschemes. The HDLP suits also well for designing post-quantum
commutative encryption algorithms.

Public key-agreement scheme [13] is decribed as follows. Suppose the elements G € T
and () € I' having sufficiently large prime order are specified and two remote users have
intensions to generate a shared secret key using a public channel. The first user selects his
private key as pair of random numbers (wy, z1), computes his public key Y; = G*1 0 Q™ o
G~ and sends Y] to the second user. The last selects his private key (ws, z5), computes
his public key Yo = G*? o Q"2 o G™"2 and sends Y5 to the first user. Then the first user
computes value

K12 = GW o (}/2)931 oG W = Gwﬁ—uu o szxl o G wi—w2,
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The second user computes value
K21 = G%2 o ()/1)932 oG W2 = Gwz-‘rwl o Q;mxg o (G- Ww2—w1

Thus, K91 = K2 = K, i.e., the users have generated securely common secret key K
interacting via a public channel.

Suppose a user has published his public-key Y = G" o Q* o G~*, where pair (w,x) is
his private key, and a symmetric encryption algorithm Fj with key K is specified. Using a
public communication channel and public key Y any person can send securely confidential
message M to the user as follows [13]:

1. Sender generates two random numbers r and u, then computes elements R = G" o
QoG "Tand K=G" oY"oG"=G"™o Q"o GV,

2. Using element K as encryption key and encryption algorithm F'x the sender encrypts
message M into cryptogram C' = Fi (M) and sends group elements C' and R to the user.

3. Using value R the user computes key K as follows K = G¥o R*o G™% = G" Q" o
G~"% and discloses source message M from ciphertext C' : M = F;.'(C), where Fy'
is the decryption function corresponding to encryption function Fy. The commutative-
encryption algorithm is described as follows [14].

1. Represent a message as element M € I.

2. Encrypt M with first encryption key (ws,e;1,d;) (where integers e; and d; satisfy
condition e;d; = 1 mod €2; € is the order of group I'), as follows: C; = G** o M o G™"".

3. Encrypt ciphertext C; with second encryption key (ws, e,ds) (where integers es
and dy satisfy condition esdy = 1 mod 2; Q is the order of group T') as follows:

Cyo=G"20(C?0G ™™ = GUatwi o Jfetez o (Grwi—w2

It is easy to show the encryption of message M with second key (ws,es,ds) and
then with first key (wy, e1,d;) outputs the same ciphertext Co; = Cia, i.e. the described
encryption algorithm is commutative (note key elements d; and ds are required to perform
the decryption procedure).

Currently in literature no digital signature scheme is proposed. In the next sections of
the paper we introduce new forms of the defining the HDLP and one of the last is used to
propose a post-quantum digital signature scheme.

Proposed in literature post-quantum cryptoschemes are based on the HDLP defined
over finite quaternion algebra [11] multiplicative group of which is used as non-
commutative group I'. Detailed study of the HDLP in finite quaternion algebra defined
over ground field GF(p) [15] had shown that the HDLP can be reduced to the problem of
finding discrete logarithm in finite field GF(p?). To design post-quantum cryptoschemes
on the base of the HDLP, in paper [15] it had been proposed to look for other finite non-
commutative associative algebras (FNAAs) as carriers of the HDLP. However currently in
literature there are considered only very few other FNAAs. The HDLP in 2-dimensional
and 3-dimensional FNAAs over GF(p), which are considered in [16,17], can be reduced to
discrete logarithm in GF(p).

In the present article there are introduced new 6-dimensional FNAAs possessing
various properties and a general method for constructing FNAAs of arbitrary fixed even
dimension m > 2. Some of the introduced algebras contain only local unit elements
therefore there are proposed new forms of defining the HDLP which are different from
the form considered in [13,15 — 17]. The paper also proposes a digital signature scheme
based on a new form of the HDLP. The paper is organized as follows. Section 1 describes the
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HDLP as cryptographic primitive and several cryptoschemes based on the HDLP. Section 2
consideres general construction of the FNAAs. Section 3 introduces new 6-dimensional
FNAAs and considers some of their properties. In one of the introduced FNAAs there is a
large set of the global left-sided units and no global right-sided unite contained. In Section 4
it is proposed a unified method for constructing the FNAAs for the case of arbitrary even
dimension. In Section 5 there are proposed new forms of defining the HDLP, including the
case of using the global left-sided unites, and a new post-quantum signature scheme.

2. Finite Non-Commutative Associative Algebras

Let us consider finite m-dimensional vector space elements of which are vectors A =
(ag,ay, . ..an_1) defined over some finite field, for example, over ground field GF(p), i.e.
ap,ai,...am—1 € GF(p), where p is a prime number having sufficiently large size (256
to 512 bits). Suppose "+" is the addition operation in the vector space and the sum of
vectors A and B = (bg, by, ... by—1) is defined as follows:

A+B:(ao—i-bo,&l+bla"'am*1+bm*1>’

where sign "+" designates both the addition in vector space and the addition in field
GF(p). Multiplying vector A by some scalar u € GF(p) is defined as follows

IU/A = (MGO, pnag, ... ,uamfl) :

The finite m-dimensional vector space becomes the finite m-dimensional algebra with
defining the second binary operation that is distributive relatively the addition operation
and is called multiplication. For defining the multiplication operation it is reasonable to use
the notion of formal basis vectors denoted as ey = (1,0,0...,0,0), e; = (0,1,0...,0,0),

m—1
o €y_1=1(0,0,0...,0,1) and representation of vectors A and B as follows: A= " a,e;
i=0

and B = ZT:_OI bje;, where terms a;e; and bje; are called components of vectors A and B
correspondingly.

The multiplication operation "o" of m-dimensional vectors A and B is defined by the
following formula

AoB = (Z aiei> o (Z bjej> = i i aibj (e;oe;j), (2)

j=0 i=0
where product e; o e; for all possible pairs of values ¢ and j is to be replaced by some one-
component vector in accordance with some basis vector multiplication table (BVMT) in
every cell of which it is contained some one-component vector. The coordinate of the last
is called structural coefficien. On definition it is assumed the following (where A € GF(p)):
(pne;) o (Aej) = A (e; 0ej) = ule; oe;.

In (2) it is assumed that the intersection of ith row and jth column of the BVMT defines
the cell in which it is given the value of product e; o e;.

If the used BVMT defines associative multiplication, then the algebra is called
associative. If the multiplication operation is non-commutative (commutative), then the
algebra is called non-commutative (commutative). In case m|p — 1 the BVMT can be
composed so that algebra represents itself finite field GF'(p™) [18].

Suppose number w is the minimum one from the set natural numbers v that for some
invertible vector A, contained in a FNAA with global bi-side unit F, it holds AY = FE.
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Then the value w is called order of vector A. If vector B is contained in a subset of algebra
elements, which contains local bi-side unit F’ # F, and for some minimum integer w’ we
have B¥ = E', then value w’ is called local order of vector B and the last is called locally
invertible.

In the next section there are introduced several 6-dimensional FNAAs containing no
global bi-side unit:

i) algebras with large set of the global single-side units,

ii) algebra with compressing multiplication operation.

The proposed 6-dimensional FNAAs are attractive for application as carriers of the
HDLP, however one should introduce new forms of the HDLP.

3. New Carriers of the Hidden Discrete Logarithm Problem

3.1. The 6-Dimension FNAA with Set of Global Right-Side Unites

P.‘or. case m = 6 the associative Table 1
- Itiplication operation can be defined The BVMT defining the 6-dimensional FNAA
with the BVMT presented as Table 1. ith local invertibility of its elements
The associativity of the multiplication can v il 14
be easily proved using formula (2) and
considering fulfillment of the following
condition for arbitrary three vectors A, B,

@) €y (S31 (S) €3 ey €5
€y €y TEe3 €y €3 T€q €3
€ |€e Tues € ueys Te; ey

m—1 € | € T€e; € €3 Tey €;
and O - I{;}Ckek . (AOB) @) O - A (o] e; e; Tueo e; Iu/eo T€3 Iu/eo
(BoC). - e |e Tep e e Te; €

From vector equation Ao X = A, where € | € THE € [€ T€5 He:
m—1
X = ) wxje; is the unknown vector, with using Table 1 one can get the following system
k=0
of six linear equations with unknown values z; € GF(p), j=0,1,...,m—1:

(agzo + THasTy + aoT2 + pasts + TagTy + pasts = ag;
A1Tg + TA4T1 + Q1T + 4T3 + TA X4 + Q45 = Qy;
AoTy + TUA5T1 + ATy + WasT3 + TA2T4 + UA5T5 = A2;
as3Tg + Tagr1 + asro + agxs + Ta3x4 + apgrs = as;

ATy + TUAIXT] + Q429 + UA1T3 + TA4TH + HA1T5 = Qy4;

5T + Ta2T1 + a5T2 + A2T3 + TA5T4 + A2T5 = As.

The system of equations (3) can be represented in the following form:

;

Ao (g + X9 + Ty +u&3(7:1:1+x3+x5) = Qg;

ay (xo + o + Txy) + ag (T2 + 3 + T5) = ay;
+ pas (Tx1 + T3 + T5) = as;

+ Qo (7'33'1 + I3 + 33'5) = as;

(

(

as (xo + xo + Ty

as (xo + o + T4
(

ay I0+ZE2+TI‘4 +MCL1(TI1+ZE3+I5) = Qy4;

~— — ~— ' ~—

as (xo + xo + Tx4) + ag (121 + 23 + T5) = as.

\
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It is easy to see the solutions of the last system satisfy the following two equations:

To + To + T4 = 1;
{ 0

TI1+I3+ZE5:0.

From (5) one can write the following formula describing the set of local right-side units
E, relating to vector A:

1 —i—
ET‘: (7/7 ka ja h7#7 _Tk_h) (6)
T

it is esy to see that each vector from set (6) is the global right-side unit, since it acts as
the right unit on all elements of the considered FNAA.
To get the formula for the left-side units corresponding to vector A one should consider

the following vector equation
XoA=A

that can be rewritten in the form of the following system of six linear equations with
unknowns g, 1, s, T3, Tg, Ts:

[ Oz + p¥rs = ag;
bri + Yy = aq;
Oxy + pVrs = ay;
Yy + Prs = as;
p¥ry + Oy = ay;
Yy, + Py = as,

\
where ® = ag + as + 7a4 and ¥V = 7a; + as + as.
There exists the single solution of system (7) that defines the following formula for the
left-side local unit corresponding to vector A:
o Pay — pVaz Pa; — Vay Pas — pVas Paz — Vayg Pay — pVa, Pas — Vas (8)
P2 - 02 T — 027 92 — 02 T 92 — 20 P2 — 02 ) P2 — b2

It is easy to see that value Fj is included in set (6). Thus, to vector A such that
(&0 + as + TCL4)2 7é )% (Tal + as + CL5)2 (9)

it correspons the single bi-side local unit, i.e. every of such vectors is locally invertible.

3.2. The 6-Dimension FNAA with Compressing Multiplication Operation

Table 2 defines the multiplication operation possessing property of the compressing
map of the 6-dimensional FNAA into some subset of the algebra elements, which can be
described with the following formula

AoV = H, (10)

m—1
where operands A and V = ) v;e; take on all possible values of the considered FNAA
j=0

m—1

and vector H = > hyey is an element from some subset representing all possible results
k=0
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of the multiplication operation. Such Table 2
property is sufficiently specific and The BVMT for Defining FNAA

illustrates that constructing different with Compressing Multiplication Operation
types of the BVMTs one can define

FNAAs possessing significantly different © 1 € € € € € 6
properties. € | M€ €9 [Hez2 ey [ey €y

Using Table 2 one can represent vector € |per € ey ez [es €
equation (10) in the form of the system € | 1€y €y [ey €y ey €y
of six linear equations with coordinates €3 | uer € pez €3 [es €
of the right operand vg,vq,...,v5 as the € | € €y ey €y ey €y
unknown values. It is easy to show that € | Me1 € ey ez [es €

the last system contains the following three
independent systems of two linear equations:

o (ag + ag + ay) + vy (ag + ag + a4) = h (1)
pvo(a1+a3+a5)—i—vl (a1+a3+a5) =h
(s (ag + az + ag) 4 v3 (ag + az + asg) = ho; (12)
2(a1+a3+&5)+03(a1+a3+a5) = hs;
U4 (ao + as + CL4) Us (CL + as + CL4) =h (13)
/w4(a1+a3+@5)—|—v5(a1—|—a3+a5) =h
From systems (11), (12), and (13) we get
h h h4 ag + a9 + G4
e L (14)

hl hg h5 ai + az + as ’

where p (1 < p < p — 1) depends only on the left operand in the left part of (10). It is
easy to estimate the number #{H } of possible different values at output of multiplication
operation: #{H} < p*.

3.3. The FNAA Containing a Set of Global Left-Side Units

Another example of the 6-dimensional Table 3
FNAAs possessing interesting properties The BVMT defining FNAA

is defined by Table 3. If structural with set of the global left-side units (u # 1)
coefficient p is equal to 1, then the

defined multiplication operation possesses o e € e e3 e es
compressing property, like in the FNAA € | e es e e e; ¢
described in previous subsection. If u # e es € e3 e3 e ej
1, then the algebra defined with Table 3 € | ey eq; ey € ues €
contains a large set of the left-side units e; | ues e ues ez ue; es
acting on each element of the algebra ey € € e e e e
(such units can be called the global left- es es e e3 e3 e} es

side units). At the same time, the algebra
contains no global bi-side unit and no global right-side unit. The single local bi-side unit
corresponds to each locally invertible element of the considered FNAA. Let us consider

case u # 1.
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For some left-side unit X acting on vector A it holds the vector equation
XoA=A (15)

Using Table 3 one can represent (15) in the form of the following system of six linear
equations with coordinates of the left operand xg, z1, ..., x5 as unknown values:

(

ao (xo + pra + x4) + a5 (xo + T2 + x4
ai $1+$3+l’5)+&4($1+ﬂ$3+$5

s

o (To + pxe + x4) + az (o + T2 + 24

(

(

( (16)
o (21 + pas + x5) + az (z1 + 23 + 25

(

(

<

ai $0+$2+l’4)+&4($0+ﬂ$2+$4
L ao (21 + pxs + x5) + as (x4 + 23 + 5

)
)
)
)
)
)

Qg
ay
[45)
as
Qg
as

System (16) has the same solutions as the following system of four linear equations
with six unknowns:
To+ Tg + x4 = 0;
Ty + pxy + x4 = 1
0 T HUT2 4 (17)
1+ X3+ x5 = 1;
r1 + prs + x5 = 0.

The solution of system (17) does not depend on value A and describes the following set of
global left-side units:

1 1 1
El = (l‘o,$1,l‘2,l‘3,$4,l‘5) = (d7 h7 - d7 K 1 - h) ’ (18>

p=1"1—p' 1—p =
where d,h =0,1,...,p— 1.

Finding the right-side units acting on vector A is connected with solving the following
vector equation:

Ao X = A. (19)

Using Table 3 one can represent (19) in the form of the following three independent systems
each of which contains two linear equations:

o (ao + pag + as) + x5 (ao + az + as) = ag; (20)
ity (&1 + Has + &5) + x5 (&1 + as + &5) = a5,

I (&1 + as + &5) + x4 (&1 + pas + &5) = (21)
I (&0 + as + &4) + x4 (&0 + Has + &4) =

o (ag + paz + as) + w3 (ao + az + as) = (22)
T (a1 + paz + as) + x3 (a1 + az + az) =

Each of systems (20), (21), and (22) has the single solution, therefore for vector A there
exists single right-side unit

ET - (‘r07l‘17x27‘r37‘r47x5) )
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where:

Qo (&1 + &3) — Q5 (&2 -+ CL4) o= aogaq + Hna1ae — (asay — Qa0as
) 1 — )
(u—1) (ara2 + azas — apaz — azay) (n—1) (araz + agas — apaz — agay)

o =

1 1
Ty = ——; T3 = 77—
p—1 L —p
a3a4 + a4a5 — QoA — 4102 ] Hagas + 405 — Qa1 — (aoas
Ty = ; Ty = .
(n—1) (ara2 + azas — agag — azay) (u—1) (a1as + asas — apas — azay)

It is easy to show that the right-side unit related to an arbitrary vector A is contained
in the set of global left-side units (18). The last means the right-side local units are
simultaneously the bi-side local units.

4. Unified Method for Defining FNAAs for Arbitrary
Even Dimension

For the case of even dimension m of the finite vector space the FNAAs can be defined
by the following general method that consists in defining the multiplication of formal basis
vectors e; and e; for ¢,5 = 0,1,...,m — 1 with formula

e;, if the value i+ j is even,
e oe; = { J (23)

€n_1_;, if the value 7+ j is odd,

where addition and subtraction are performed modulo m.

Proposition 1. Formulas (2) and (23) define the associative multiplication operation for
arbitrary even value of dimension m.

Proof. Suppose i, j, k denote even integers and ¢, j', k' denote odd integers. While
multiplying three formal basis vectors we have the following cases:

(e;oej)oe, =€ 0e,=e;, e€o(eoe,) =eo0e =e;

(ei © ej) C€y =€,0€ = €y_1-, €; o (ej © ek’) =€, 0€p_1-j = €n_1—;

(eoej)oer=ey, 1 i0€ =€y, 1 (m-1-i) =€, €0 (eyoey) =eoe, 1_j=e;

(eroej)oe, =€, 1 yo0€ =€, 1y, €ro(ejoey) =eyoe;=e, | i;
(ei/ ¢} ej) o€p = €y_1—y O€pr = €y, €; O (ej ¢} ek/) =€y 0€p_1-5 = €y;
(ei/ ¢} ej/) ocep,=eyoe, =e€ep_1—i, €e; O (ej/ ¢} ek) =€y 0€ny_1-j = €p_1-4,
(ei/ o ej/) oep = ey oep — ey, €; O (ej/ o ek/) =€y 0e; = €y,
(e;o ej’) OCp = €m—1-i € = €ym_1-i, €; © (ej’ oep)=e;o € = €m—1—-

Thus, for multiplying all possible ordered triples of the basis vectors it holds the property

of associativity. 5
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Formula (23) defines structure of the BVMT for Table 4
arbitrary fixed even dimension m > 2. After the The BVMT for the case m = 2
BVMT will have been constructed one can add one o | e e
or several structural coefficients in some of the cells €o | ey ey
of the table so that the property of associativity will e | Teg Teq

be saved. Tables 4, 5, and 6 presents some examples
of the BVMT constructed in line with such unified
method for cases m = 2,4 and 6 respectively.

The 4-dimensional FNAA defined by Table 5,

. . . Table 5
where ur # 1, represents itself a ring with global
bi-side unit The BVMT for the case m = 4
1 1 T 1 o €y (<31 €y €3
E= (1—,u7"1—,u7”,u7’—1’,u7'—1) € | € pes [e €3
€] | Teqy € €9 T€1

such that for arbitrary 4-dimensional vector A the
following equations Vo = E oV =V hold true.
In this ring 4-dimension vectors A = (ag, a1, as, az)
such that aga; # asas are invertible. All invertible
4-dimensional vectors compose a finite group order of which is equal to p(p — 1) (p? — 1).
If apa; = asas vector A is non-invertible. In the ring there exist p® + p? — p different
non-invertible vectors. In the subset of the non-invertible vectors there exists the single
local bi-side unit £’ corresponding to some fixed non-invertible vector A. The local bi-side
unit £’ depends on the coordinates of vector A as follows:

B — as ap + asT as as apt+az  ag
= | x . ,

€| € e Uue €
€3 | T€y €3 € Tes

05 - Zo, - Lo, —To
aop +az  app+az ag  agpt+az  ap+d T ag

where z¢ = ag (ag + a1 + pas + Tag)_l )

In case m = 6 we found Table 6
a variety of options for embedding The BVMT defining the 6-dimensional FNAA
structural coefficients. For example, with p? different global right-side units
in Table 6 three different structural o | e e e e e e
coefficients are included, which are e | €0 €5 Tey Tes e, e;
distributed in such a way that er | Nes e pes per ey Me
the associativity property of the e | s €3 Tey Tes e, e3
multiplication operation is preserved. e; | Nes e3 ey pes e Mes
The FNAA defined by Table 6 contains e, | e, e Te, Te, e, e
a set of p? different global right-side es | Ney es pep ues e Nes
units FE, described by the following
formula:

I

2 - 1+ A=1)yi 1+ A=1)j] (p=A1)i—p (T—p)j—r
=\ T—u O op=Ar T— I p— AT ’

where 7,7 =0,1,...,p— 1.

5. New Forms of Defining the Hidden Discrete Logarithm Problem

Using different types of the BVMTs for defining the associative multiplication
operation one can define different types of m-dimensional FNAAs, including algebras
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containing only locally invertible elements. The last does not suit to define the HDLP
while using the known form of the formulation of the HDLP. To use such type of finite
algebras as carriers of the HDLP it needs to propose another form for formulating the
HDLP.

Suppose N be some locally invertible vector such that for some prime number w
we have N“ = E’, where E’ is the local bi-side unit relating to N. Then the sequence
{N,N? ..., N“} contains w different elements of the considered FNAA and represents
a cyclic finite group with the group operation o, therefore w can be called local order
of the element N. Using the local bi-side unit element E’ one can define the following
homomorphism ¢y, over the set of locally invertible elements Vz computed as

VEI = VOE/,

where V' takes on all values in the considered FNAA (note the element E’ acts in the
frame of the set of elements Vg as the right-side unit).

Like standard automorphisms ¥y in the finite non-commutative group described by
the formula ¢y (V) = W' oV o W, where W is an invertible element of the ring, the
homomorphism ¢y, is defined as follows:

(,DNJg (VE/) = wat ¢] VE/ e} Nt.

Actually, the last formula defines homomorphism since with evidence the following holds
true:

one (Vi o Vi) = one (Vi) 0 00 (Vi)
one (Ve +V's) = one (Vi) +ong (V).
To define public-key cryptoschemes, like that described in [13, 15], one can select some

locally invertible vector G' having sufficiently large prime order g, which satisfies condition
G o N # N o G, compute vector G = G o E' and use the formula

Y = N0 G%, o NY, (24)

where Y is a public key and the pair of numbers (¢, x) is a private key (the integers t < w
and x < g is to be selected at random). Finding values (¢, z) from equation (24) represents
a novel form of the HDLP. The FNAAs with local invertibility of all elements (except
zero), like that described in subsection 3.2 (see case with structural coefficient equal to a
quadratic non-residue) are especially attractive as carriers of the HDLP while the last is
defined by formula (24).

The second proposed new form of defining the HDLP relates to using the 6-dimensional
FNAA containing the set of the global left-side units {L; : L;oV =V} where i is an
integer and V is an arbitrary 6-dimensional vector. For arbitrary left-side unit L; and
arbitrary integer w it holds L’ = L;. Suppose N is a vector having sufficiently large prime
order relatively its local bi-side unit and vectors U and D satisfy the condition DoU = L,
where L, is some global left-side unit. Then the public key Y can be computed as follows

Y =U%0 N0 D" = (U"o N o D")", (25)

where the pair of integers (w,x) is the private key. Finding values w and z from the
equation (25) represents a kind of the HDLP. The last equation can be used to define the
public key agreement protocol and public encryption algorithm.
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To provide possibility to construct the digital signature scheme we propose the
following form of the HDLP in which there is used a double masking mechanism as follows.
Suppose the private key represents the set of values x, N, U, U’, D, and T, where x is
a random integer and the following two conditions are met D o U = Ly, Do U' = Lo,
and T o U’ = Lg for some left-side units Li, Lo, and L. Besides vector N has a local
order equal to sufficiently large prime ¢. The required triple of vectors U, D, and T can
be computed as follows:

1. Select values D, L; and Ls.

2. Compute vector U from vector equation Do U = L;.

3. Compute vector U’ from vector equation T o U’ = L.

4. Compute vectors T and Ls from vector equation T o U’ = Ls.

The public key represents the pair of the 6-dimensional vectors Y and ) that can be
computed using the following two formulas:

Y=UoN*oD; Q=UoNoT. (26)

The signature generation procedure includes the following steps:

1. Generate random value k and compute vector R = U o N¥ o T

2. Using specified hash function Fj, compute first signature element e = Fj,(M, R),
where M is some signed document.

3. Considering bit string e as a binary number compute second signature element
s =k —xze mod gq.

Verification of signature (e, s) (representing a pair of integers) to document M is
executed as follows:

1. Compute vector R* : R’ =Y*®o Q".

2. Compute bit string e’ = F, (M, R?).

3. Compare values €’ and e. If €’ = e, then the signature is valid. Otherwise the
signature is rejected as false one.

Corrctness proof of the proposed signature scheme is evident:

R?:(UONmoD)eo(U/oNOT)kfxe:UONerDOUIONk:—a:eOT:
:UONerLQONk_erT:UONxe-i_k_xeoT:UoNkoT:R:>

Like in the case of the Schnorr digital signature protocol [19] in the described signature
scheme there is use some cyclic group of the prime order. The difference consists in the
hiding this cyclic group. The public part of the proposed signature scheme is the used
FNAA and two its elements Y and () that are connected with the hidden cyclic group
generated by powers of vector N that is an element of a private key. Connection between
vectors Y and () can be represented as

Y:ZlonoZra

where integer x and vectors Z; and Z, are unknowns. The last formula shows vectors Y
and @ belong to different cyclic groups contained in the used FNAA with set of the global
left-side units. Therefore, the potential forgery of a signature should find a representation
of public key elements Y and @ in a form like (26) and to solve the discrete logarithm
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problem in a finite cyclic group contained in the FNAA. There exists many different
variants of mentioned representation, however finding at least one of them appears to be
a computationally difficult problem.

Estimation of the security of the propose signature scheme to attacks with using
hypothetic quantum computer is connected with estimation of the computational difficulty
of the reduction of the used HDLP to the discrete logarithm problem in some cyclic group.
Consideration of this item represents an individual problem.

Conclusion

Several 6-dimensional FNAA have been introduced as novel carriers of the HDLP that
is attractive as post-quantum primitive of the public-key cryptoschemes. Some properties
of algebras, which relate to defining the HDLP, have been investigated. It also introduced
a general method for constructing FNAAs of arbitrary even dimensions. Some of the
introduced FNAA contain only vectors that are locally invertible. For the last case there
are proposed new forms of the definition of the HDLP. One of the proposed novel forms of
the HDLP has been used to design a digital signature scheme. The proposed new forms of
the HDLP represent an interest as independent primitives of post-quantum cryptography.
Comparing with the signature schemes proposed in frame of NIST project PQCrypto the
introduced signature scheme based on the HDLP has the following significant advantages:
a higher perfomance and smaller signature size. One can hope that due to the last merits
the proposed signature scheme will attract attention of the researchers to the task of the
estimating its security.
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KOHEYHBIE HEKOMMYTATUBHBIE ACCOILIMATUBHBIE AJITEBPHI
KAK HOCUTEJIN CKPBITON 3AJAYN JMCKPETHOI'O
JIOTAPUOPMUPOBAHUNSA

H.A. Monadossan', A.A. Moadossan'
lCankr-IlerepGyprexkuit nHCTUTYT MHMDOPMATUKK U apToMaTH3anun PAH,
r. Cankr-IlerepOypr, Poccuiickas Pemepariust

CraTbsi paccMaTpUBaeT HOBblE KOHEUHBIE aJIre0phl, [IPEJICTABJISIOIINE HHTEPEC B Kave-
CTBE HOCHUTEJIEH 331211 JUCKPETHOrO JIOrapudMIPOBAHUs B CKPBITOI rpymne. B yacrHoCTH,
IIPEJIJIOYKEHBI HOBBIE 4-MepHBIE U 6-MepHbIe KOHEYHbIE HEKOMMY TATUBHBIE aJIN€OPBI C ACCOIIN-

ATUBHON omepalyeil yMHOXKEHIS U OIUCAHBI UX CBOMCTBA. TaKsKe MpeyIoyKeH OOt MEeTO.T
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3aJIaHNsT KOHEIHBIX HEKOMMYTATUBHBIX aCCOIUATHBHBIX aJre0p MPOU3BOJILHON YeTHON pas-
MepHOCTH M > 2. HekoTOpble m3 pacCMOTPEHHBIX aaredp comep:KaT ro0aJbHYIO IBYXCTO-
POHHIOIO €JIMHHUILY, & JIPYTHE HE COJIEPXKAT TAKOW €JIMHUIIBI. B MOCIeIHEM CIIydae JIEMEHTBI
aJIreOpbl 06PATUMBI JIOKAJILHO OTHOCUTEIBHO HEKOTOPOH JIOKAJILHO JIBYXCTOPOHHEH €J1MHY-
b, JefICTBYIONIEN B pAMKAX HEKOTOPOrO ITOJMHOMXKECTBA 3JIeMEHTOB aJyiredpbl. s ajarebp
ITOCJIETHErO THUIIA, BBIBEIEHBI (POPMYJIbI, OIUACHIBAIOIIIE MHOXKECTBA, [IPABOCTOPOHHUX, JIEBO-
CTOPOHHMX W J[BYXCTOPOHHUX JIOKAJHHBIX eauHull. Takke mpejcraBiieHbl ajarebpbl, coiep-
Kalye 60JIbII0e MHOYKECTBO [VIODAJIbHBIX JIEBOCTOPOHHUX (IIPABOCTOPOHHUX) €JMHUILL [IPH
OTCYTCTBUU B HUX TIJIOOAJIBHOM JBYXCTOPOHHEN enuHuiibl. [10CKOIbKY U3BeCTHBIE (DOPMBI
3aJ[aHUsl KPBITON 3aJ[a49i JIUCKPETHOIO JIOrapupMUPOBaHUs UCIIOJIb3YIOT 00PATUMOCTD JJIe-
MEHTOB aJire0Opbl OTHOCUTEJIBHO IJIOOAJIBHOM JIBYXCTOPOHHEH €IMHUIIBI, OBLIN [IPEeJIOKEHbBI
HOBBIE (DOPMBI 33JIaHUS ITOU BBHIYUCIUTEILHO TPYIHON 3agadn. Pe3ysibraThl CTAThU MOTYT
OBITH HMCIIOJIB30BAHBI JIJIsi pa3pabOoTKu KPUITOrpadUIecKUX aJrOPUTMOB U MPOTOKOJIOB C
OTKPBITBIM KJIIOYOM, BKJIIOYast IIOCTKBAHTOBBIE KPUIITOCXEMBI. BIlepBbIe MpeJIJIoKeHa CXeMa
1 POBOIl MMOIINCH, OCHOBaHHAsI Ha, CKPBITON 3aj[ade JMCKPETHOrO JIOrapuMUPOBAHMS.
Karouesvie ca06a: KOHEWHAA GCCOUUAMUBHAR aA2e0DPa; HEKOMMYMAMUCHAR as2ebpa;
2400000148 €OUNUYA; AEBOCTNOPOHHAA eOUNUYA; AOKAALHAA eUHUYA; NOKAADHAA 00PAMU-
MOCTD; 300440 QUCKPEMHO20 A02APUPMUPOCAHUS; KPUNMOCTEME C OMEDPBINGIM KAIOUOM;

UUPPo6as nodnucCs; NOCTKBGHMOBAA KPUNMOZPAPUS.
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